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INTRODUCTION

Aerohive uses Cloud Management, Machine Learning, and Artificial Intelligence to radically simplify 
and secure the Access Network. Our Cloud Managed Wireless, Switching, Routing, and Security 
technologies provide unrivalled flexibility in deployment, management, and licensing. 

Credited with pioneering Controller-less Wi-Fi and Cloud Management, Aerohive delivers continuous 
innovation at Cloud-speed that constantly challenges the industry norm, allowing customers to 
rethink what’s possible. 

Our innovations and global cloud footprint radically simplify Access Network operation for 30,000+ 
customers and 10+ million daily users. 
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AEROHIVE’S CLOUD MANAGEMENT ARCHITECTURE

Aerohive’s Cloud-Management architecture uses the latest set of Cloud development and execution 
tools. We are a Modern Cloud or what is increasingly referred to as a 3rd Generation Cloud that is 
API-driven and microservices based solving for scalability, reliability, programmability, and security (ISO 
27001, GDPR, PCI) with native Machine Learning and Artificial Intelligence. We are proven at executing 
at Cloud-speed delivering high velocity innovation using the Continuous Deployment delivery model and 
have achieved and maintained Continuous Operation status of our global footprint of Cloud instantiations 
in USA, Brazil, Ireland, Netherlands, Sweden, Germany, Japan, South Korea, India, Australia, and New 
Zealand.

Aerohive’s 1st. 2nd, and 3rd generation of Cloud-Management Architecture:

• Security
• Analytics
• Resiliency

• Real-time Innovation
• Artificial Intelligence
• Machine Learning
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• Flexibility
• Scalability
• Cost Savings

1s

t Generation

2n

d Generation

Customer Needs

• Continuous Delivery
• True Multi-Tenant
• Microservices

• Continuous Deployment
• Continuous Operation
• Serverless Computing
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• Continuous Integration
• Single Tenant
• Virtualized
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Technology Capabilities
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AEROHIVE’S CLOUD NETWORKING ARCHITECTURE

Aerohive’s Cloud Networking architecture uses a unique Centralized Management Plane and Distributed 
Control and Data Plane approach that eliminates aggregation/chokepoints and any single point of 
failure. Eliminating aggregation/chokepoints means that customer realize 100% of the value from every 
networking device they attach to the Aerohive architecture, unlike other competitors. Firmware and 
configuration updates are never forced from Aerohive. Our Cloud Management architecture provides 
complete flexibility for and IT Administrator to decide which locations receive updates and the ability to 
deploy the updates on their schedule, not a schedule set by Aerohive. 

AEROHIVE’S MACHINE LEARNING AND ARTIFICIAL INTELLIGENCE

As noted above,  Machine Learning and Artificial Intelligence are native in Aerohive’s Cloud-Management 
architecture and will enable IT Administrators to identify and act on issues and trends faster with a high 
degree of accuracy.  Client 360 and Network 360 are already completed with Comparative Scorecard 
and Proactive Problem Resolution in development and scheduled for initial release in calendar Q2. 
Security 360 is scheduled as a late calendar Q3 deliverable.
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SITE #1

WAN

LTE MODEM

SWITCHESROUTER

Config / Policy

Heatmaps

Analytics & APIs

Troubleshoot

Reports

App Visibility

Network Access Control (NAC)

Network-wide Protection
Onboarding & Provisioning
Adaptive Safeguards

Cloud Management

Public, Private, Local
Multi-Tenant, Multi-Org

Scalable, Micro-Services-Based
Full API Suite

SD-WAN
Anytime, Anywhere Access

SD-LAN
Identity-Driven Connectivity

Consistent Experience
Policy Enforcement
Reliable & Optimized

User, Device, Application Security
Self-organizing, Self-optimizing, and Self-healing



Multi-Language Support

HiveManager can render all elements throughout the interface in multiple 
languages (configurable within HiveManager). The list of supported 
languages currently includes:

• English 
• German
• Spanish
• French
• Italian
• Japanese
• Korean
• Portuguese
• Chinese

Multi-Interface Support

Aerohive offers the unique ability for IT administrators and their departments 
to interface with our HiveManager application and the devices and clients 
under management using multiple user interfaces. 

We design, build, and constantly improve the following interfaces:  

• HTML
• CLI
• Alexa
• API

Intuitive Workflows

Aerohive delivers intuitive configuration workflows that make day-to-
day tasks much easier and more efficient. For example, our simple 7-step 
onboarding wizard, guided workflows, and shortcut configurations radically 
stremline processes, freeing up valuable time and resources. 

From adding new devices, to assigning locations and branch IDs, to creating 
network policies, and configuring internal and guest SSIDs, Aerohive 
simplfies the way networks are deployed and managed.
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KEY FEATURES AND FUNCTIONALITY



Client 360

Client 360 is derived using Aerohive’s true microservices Cloud architecture, 
API-driven Cloud-Management, and native machine learning capability to 
securely collect, process, and rapidly analyze vast amounts of client data 
from a customer’s network to accurately depict the “total client experience” 
in both real-time and historical views.

This AI-driven client monitoring tool is enhanced by machine learning, 
intelligently collating a wealth of data pertaining to client operation, 
connectivity health, faults, and performance, and presents them in a simple 
and informative way. In turn, this information can be used to quickly identify 
problems, resolve network errors, and optimize performance.

Network 360

Network 360 is derived using Aerohive’s true microservices Cloud 
architecture, API-driven Cloud-Management, and native machine learning 
capability to securely collect, process, and rapidly analyze vast amounts of 
data from a customer’s network to accurately depict the “network health” in 
both real-time and historical views. This AI-driven network monitoring tool 
uses an intuitive time-slider to adjusts for day, week, and month views of the 
key performance indicators for:

• Devices Health
• Clients Health
• Wi-Fi Health
• Network Health
• Services Health
• Application Health
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VHM Switching & RBAC capability

An Aerohive HiveManager Admin can grant access to an external user using 
the built-in Role-Based Access Control (RBAC) capabilities. Once another 
user is granted access, the account will appear under their HiveManager 
Admin Portal. RBAC can be established per the following:

• Switch
• VLAN
• Client
• Client Category
• Device Type
• Time
• Location

KEY FEATURES AND FUNCTIONALITY



API-driven Cloud Networking Telemetry

Your Data is Your Data. Aerohive Cloud Networking Telemetry leverages 
Aerohive’s true microservices Cloud architecture, API-driven Cloud 
Management, and native machine learning capability to enable a customer 
to customize and receive the API-driven client and network telemetry that is 
most important to them.

Cloud Networking Telemetry is the ultimate in flexibility for those customers 
building their own API-driven applications to operate their network. They 
get only what they need, when they need it, and are in complete control of 
determining KPIs, setting thresholds, and data storage.

Comparative Analytics

Comparative Analytics are derived using Aerohive’s true microservices Cloud 
architecture, API-driven Cloud-Management, and native machine learning 
capability applied across its global Cloud footprint of 30,000+ networks, to 
securely and anonymously collect, process, and rapidly analyze vast amounts 
of data to generate client and network operational comparisons.

Organizations can assess the state of their network beyond the information 
presented by their own network management system, removing any 
ambiguity, offering organizations a broader scope of useful, objective, and 
actionable datasets that help them determine network correction or upgrade 
requirements.

Private Client Groups

Private Client Groups (PCG) delivers a unique, secure, and simple to manage 
micro-segmentation networking capability for IoT, MDU, and Hospitality use 
cases.

PCG enables an IT administrator to set up “private groups” of wireless and/
or wired client devices that an authorized PPSK user can seamlessly connect 
to as they roam across a common SSID/domain.
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Proximity and Presence Analytics

Proximity and Presence are all derived using Aerohive’s true microservices 
Cloud architecture, API-driven Cloud-Management, and native machine-
learning capability to enable location-based services such as asset tracking 
and management.

• Presence analytics provides an organization with insights as to whether 
or not a visitor is new to the venue. It can also say how often they visit 
the venue, how long they stay at the venue, or even if they passed by 
without entering the venue. 

• Proximity analytics is a newer addition to the analytics space and when 
combined with presence analytics, it allows for a more holistic and 
accurate view. 

Cloud-Managed NAC

Aerohive A3 is the industry’s first and only Cloud-Managed NAC solution, 
delivering a complete secure access management solution for all wireless 
and wired clients on the network, with capabilities including: 

• Self-service onboarding
• Guest and BYOD management
• Automated device provisioning
• Built-in RADIUS Server
• Device profiling
• Network Access Control (NAC) 

A3 is vendor-agnostic, and is compatible with all major access networking 
and security vendors.
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Cloud Config Groups

Cloud Config Groups (CCG) enables IT Admin’s to define a rules-based 
approach to device provisioning within Network Policy.  Within a single policy, 
administrators can use IP subnet, IP range, device name, physical location, as 
well as logical device groups to deterministically apply configuration elements 
to a device.  Items like SSID’s, RADIUS servers, VLANs and more can be 
applied using CCG.   Rules can also use negation, allowing administrators to 
reverse logic and ease implementation for even the most complex and diverse 
environments.

KEY FEATURES AND FUNCTIONALITY



Cloud-Managed Enterprise-grade Pluggable Access Point

Aerohive offers the industry’s first Enterprise-grade Pluggable Access Point 
with advanced Mesh capability.

The Aerohive Atom AP30 revolutionizes the way Wi-Fi is designed, deployed, 
and RE-deployed, providing enterprise access, monitoring, and analytics in a 
new compact form factor. With a simple and intuitive design coupled with 
pain-free installation and automated over-the-air setup, Atom AP30 is the 
ideal choice for a variety of dynamic use cases including delivering instant 
network access, plugging RF holes, providing security and analytics, and 
remote VPN access.

Cloud-Managed 802.11ax / Wi-Fi 6 Access Points

Aerohive offers the industry’s first family of Wi-Fi 6 (802.11ax) Access Points.

Wi-Fi 6 is the latest IEEE standard, and it was designed to address some of 
today’s biggest performance challenges – increasing capacity by up to 4x but 
more importantly improving efficiency to benefit both 2.4 GHz and 5 GHz bands 
in a variety of environments like colleges, public Wi-Fi venues and many others. 
It is the first technology to improve traffic management and user experience 
by coordinating simultaneous multi-user communication to eliminate network 
congestion.

Cloud-Managed Access Switching

Standalone Access Switching and Access Switch Stacking for Aerohive 
SR2300 series and supported Dell N-series switches optimized for the 
Distributed Enterprise.

Aerohive’s cloud-managed switches provide fast, reliable, and secure wired 
connectivity. Providing energy-efficient gigabit Layer 3-Lite capabilities with 
flexible PoE options, as well as a wealth of port density options, Critical 
capabilities, such as zero-touch provisioning, switch stacking, unified policies, 
and a powerful QoS engine make these switches a perfect complement to 
any enterprise network.

7

KEY FEATURES AND FUNCTIONALITY



Remote Packet Capture 

Remote CloudShark and Local Packet capture capability

By leveraging the power of Aerohive’s HiveManager NG, you can now do 
packet captures and save them right to CloudShark. Whether you are needing 
to prove your Wi-Fi isn’t the cause of a current problem, or whether you are 
just trying to deep-dive a LAN problem, you can know what’s happening at a 
glance; these tools can make that task easier.

Client Monitor

Automatic troubleshooting and diagnosis to aid Admins in detecting and 
resolving network issues as quickly as possible. Client Monitor automatically 
monitors the network in the background and reports back any issues that 
are detected including failed authentication attempts and IP address 
misconfigurations.
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Cloud-Managed Branch Routing and SD-WAN

Aerohive offers a full suite of Branch Routing and SD-WAN features and 
functionality optimized for the Distributed Enterprise.

Aerohive’s Branch Routing and SD-WAN solutions build on a state-of-the-art 
cloud networking platform to deliver a secure, reliable, and cost-effective 
HQ-like network experience to every user, regardless of location or device. 
This cutting-edge solution can help reduce costs, increase performance, 
enhance security, simplify management and improve user experience.

KEY FEATURES AND FUNCTIONALITY



PCI 3.2 Compliance Reporting

Any corporation that facilitates financial transactions across their network must 
ensure (by law) that their network is PCI compliant. HiveManager features a PCI 
3.2 Compliance Report (the latest standard) in which the network configuration 
is analyzed for compliance. If any violations are reported, remediation steps 
are provided.

Advanced Spectrum Intelligence

Aerohive’s advanced spectrum intelligence gives you the ability to easily 
identify networks/SSIDs as an overlay on the spectrum analysis FFT (Fast 
Fourier Transform) graph.

Aerohive’s advanced spectrum analysis allows network administrators to 
easily determine the extent and source of the interference, and effectively 
address the resulting performance impact. Unprecedented ease of use 
is achieved by seamless integration into HiveManager’s alerting and 
troubleshooting capabilities, and intuitive graphical representation.

GDPR-Related Tools

GDPR-related tools to support right to request and be forgotten.

• Search, download, and delete user data by client MAC address
• Search, download, and delete user data by user name
• Search, download, and delete admin data by admin name
• Audit logs: track and report that user or admin data was downloaded or 

deleted, when, and by whom
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30-Day Retention

Aerohive Cloud-Management retains up to 30-day’s worth of data for 
numerous elements throughout the interface, including:

• Dashboard 

• Hive Summary – Overall
• Top Application Groups
• Top Applications
• Top Usage (Clients & Users)
• Wi-Fi Clients by OS
• Top Wired Clients
• Top Access Points (Clients & Usage)
• Maximum Number of Simultaneous Connections 

• Hive Summary – WAN
• WAN Throughput
• WAN Availability 

• Diagnostics
• Top Access Points by Channel Utilization
• Top Access Points by CPU Usage %
• Top Access Points by Retries 

• Comparitive Analaytics
• Normalized Bandwidth Usage
• Normalzied Number of Unique Client Devices
• Average Number of Clients with Poor Health 

• Monitor 

• Clients 

• Users 

• Security
• Rogue APs
• Rogue Clients 

• Tools 

• Client Monitor 
 

Other elements retain data in excess of 30 days, including:

• Audit Logs
• GDPR Audit Logs
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HiveManager Shortcuts (Amazon Alexa Integration)

HiveManager Shortcuts is an Amazon Echo (Alexa) skill leveraging the power 
of cloud, machine learning, and AI. HiveManager Shortcuts features over 
100 queries, commands, and reports that can be used by an administrator to 
verbally control their Aerohive network.  The skill allows admins to ascertain 
network status, get real-time insight on infrastructure as well as client 
devices, receive alerts, onboard and configure new infrastructure devices, 
and much more, all by just speaking. 

Installation of the HiveManager Shortcuts skill takes only a few minutes and 
is offered free of charge.
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ISO 27001 Certification

Aerohive has achieved the industry’s first ISO 27001 Certification for Cloud 
Networking.

ISO 27001 certifies that our Information Security Management Systems 
implement best practices around our product, our cloud operations and the 
key parts of the company that interface to our cloud service. Our competitors 
have NOT achieved ISO27001 certification, and they often mislead customers 
by stating their clouds “run in ISO 27001 certified data centers”, but this is 
NOT the same thing as being ISO certified .

KEY FEATURES AND FUNCTIONALITY



Wi-Fi Health

Wi-Fi is often blamed for a number of user perceived issues; the reason is 
that Wi-Fi is a primary connection mechanism today, yet most people don’t 
understand how it works. With the Network 360 ML and AI capabilities, 
the customer can quickly see the Wi-Fi related information in an easy to 
understand way. It empowers customers to knowledgeably improve the 
network performance and remove any Wi-Fi related bottlenecks.
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Security Health

Aerohive’s distributed edge infrastructure supports 5-tuple stateful L7 
firewalls, as well as standard network features like WIPS and WIDS.  This 
information is sent in real time and stored by HiveManager to perform 
Network 360 data operations, but with a focus on security.  Customers can 
quickly identify real time security issues as well as tap in to the potential of 
ML/AI to understand the security status over time.

COMING SOON — NETWORK 360

Traffic Insights 

(Presence and Proximity ‘Blooms’ and Proximity Trails)

With the newly announced Traffic Insights, users can get graphical visibility 
and analysis of sets of associated clients and BLE clients for their connections 
and movement patterns across customer-defined zones. Customers can 
also track an individual client or asset for their current location and their 
movement over a period. These features add more details to the already 
existing Presence and Proximity features like engagement metrics, dwell 
times. Businesses in several verticals like retail will benefit by using Traffic 
Insights to analyze their asset usage patterns to optimize their business for 
layout, placement of their services and merchandise, and demand planning.



Proactive Problem Resolution

The combination of the state-of-the-art Cloud technology and implementation 
of the Machine Learning and AI, HiveManager is continuously analyzing the 
state of the network and, if a problem occurs, proactively start identifying the 
root cause of the issue. The end result is an Actionable Insight or, based on 
opt-in, automatic resolution fo the problem.
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ML-Derived Score Cards

Whilst network administrators will be dealing with day to day operational 
activities, the business stakeholders are also interested in results of their 
monetary investment in the network. Score Cards give an ML-derived view to 
several important KPIs, all of interest to business stakeholders. Stakeholders 
get a view of the current state of the network and the state over time. The 
biggest advantage is the ability to use comparative analytics and compare 
their network to the similar networks, based on Aerohive’s state of the art 
Cloud infrastructure. 

COMING SOON — NETWORK 360



AP630

The AP630 is designed for high performance environments, combining the latest in Wi-Fi standards (IEEE 
802.11ax technology) with Aerohive’s software defined network architecture and HiveManager network manage-
ment system. Powered by HiveOS and the innovative distributed Cooperative Control architecture, AP630 brings 
the best of capacity and advanced high-efficiency 802.11ax technology. In addition, the integrated BLE radio and 
a USB interface in the access point opens up a multitude of deployment use-cases in IoT and proximity/loca-
tion-oriented services.

4x4 + 4x4 1G + 1G Ports BLE USB

AP650

The AP650 is designed for high performance environments – combining the latest in Wi-Fi standards (IEEE 
802.11ax technology), the latest in Ethernet standards (2.5 mGig), and Aerohive’s software-defined dual 5 GHz 
radios for indoor and industrial environments. AP650 has integrated BLE and USB connectivity for enhanced 
location-driven services and the ability to provide additional wireless access options for IoT and other devices.

AP650X

The AP650X is designed for high performance environments – combining the latest in Wi-Fi standards (IEEE 
802.11ax technology), the latest in Ethernet standards (2.5 mGig), and Aerohive’s software-defined dual 5 GHz 
radios for indoor and industrial environments. AP650X has integrated BLE and USB connectivity for enhanced 
location-driven services and the ability to provide additional wireless access options for IoT and other devices.

Dual 5 Ghz4x4 + 4x4External Antennas 2.5G + 1G Ports BLE USB

Pluggable Access Points

Atom AP30

The Aerohive Atom AP30 is the industry's first pluggable enterprise access point designed for instant, continu-
ous, and adaptable client and IoT connectivity. Atom can be quickly and conveniently plugged into any US power 
socket, and network connected via mesh or existing Ethernet data points enabling faster deployments, reduced 
cabling and installation costs, and flexible network access in any location. AP30 is ideal for plugging Wi-Fi dead 
zones, extending corporate connectivity, connecting temporary locations, or as a sensor or overlay network for 
data and analytics. 

2x2:2Pluggable Dual Band BLE

802.11ax Access Points

Dual 5 Ghz4x4 + 4x4 2.5G + 1G Ports BLE USB

CURRENT PRODUCT PORTFOLIO
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AP150W

The AP150W is the industry’s only wallplate 3x3:3 802.11ac Wave 2 Wi-Fi Access Point and wired Switch 
managed by Aerohive’s next-generation HiveManager NG management system. It delivers high performance 
wireless access, with aggregate rates of up to 1.6 Gbps, integrated Bluetooth Low Energy and ZigBee for IoT 
connectivity, and 4 Gigabit Ethernet ports that can power digital phones, IoT sensors, or cameras.

3x3:3Wallplate 1.6 Gbps BLE Zigbee

AP245X

The AP245X combines high-performance 802.11ac Wave2 with the simplicity of Aerohive’s distributed, coopera-
tive architecture. This access point has external antenna connectors, perfect for challenging environments where 
deployments require specialized antennas in addition to superior performance and IOT readiness.

3x3:3 1.8 Gbps BLE USBExternal Antennas

AP250

The AP250 is an excellent choice to provide instant adaption to ever-changing capacity needs; featuring dual 
radio, 3x3:3 MU MIMO, providing full 802.11ac technology performance with data rates up to 2.6 Gbps per access 
point using existing 802.3af PoE infrastructure.

Dual 5 Ghz3x3:3 2.6 Gbps BLE USB

AP550

The AP550 is engineered for high performance in demanding environments, with aggregate data rates up to 
3.46Gbps. AP550 features software de�ned radios that allow IT managers to enable 802.11ac 5 GHz performance 
on both radios. AP550 extends support to the next-generation Wi-Fi clients, such as smartphones, tablets, and 
high-performance laptops that have integrated 802.11ac Wave 2 support.

Dual 5 Ghz4x4:4 3.5 Gbps BLE USB

802.11ac Wave 2 Access Points

CURRENT PRODUCT PORTFOLIO
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AP1130

The AP1130 is designed for extended temperature range and a watertight chassis making it suitable for the 
toughest environments. The AP1130 provides high-performance dual band concurrent (2.4 GHz and 5 GHz) 
802.11ac (2x2:2) MIMO.

Outdoor2x2:2 1.2 Gbps IP-67

AP230

The AP230 sets a new price-to-performance standard for 802.11ac APs. By combining the 3x3, 3-stream 802.11ac 
Gigabit Wi-Fi technology and advanced security and mobility management together into an economical package 
it allows you to deploy 802.11ac into every part of the network infrastructure – from corporate HQ to remote 
branches and to every campus and classroom.

USB3x3:3 1.8 Gbps

AP130

The AP130 provides high-performance aggregate data rates up to 1167Mbps in the 5 GHz band. It supports dual 
concurrent 2.4GHz 802.11b/g/n and 5GHz 802.11a/n/ac radios. Designed for high density environments, AP130 is 
powerful enough to provide all the services needed for an enterprise network, and cost-effective enough to 
deploy for high capacity networks.

AP122

The AP122 provides the full breadth of Aerohive’s enterprise-grade feature set and IoT readiness in medium 
density environments, achieving 802.11ac performance with data rates up to 867 Mbps, along with built-in BLE 
and USB port using existing 802.3af POE Infrastructure.

AP122X

The AP122X provides the full breadth of Aerohive’s enterprise-grade feature set and IoT readiness in medium 
density environments, achieving 802.11ac performance with data rates up to 867 Mbps, along with built-in BLE 
and USB port using existing 802.3af POE Infrastructure.

2x2:2 1.2 Gbps BLE USBExternal Antennas

2x2:2 1.2 Gbps

802.11ac Wave 1 Access Points

2x2:2 1.2 Gbps BLE USB

CURRENT PRODUCT PORTFOLIO
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SR2200 Switch Series

SR2300 Switch Series

SR2208P

The SR2208P 8-port gigabit Ethernet PoE/PoE+ and 2 combo (RJ45 and SFP) uplink ports, L3 Lite, fanless network 
switch provides high speed extension of your wiring closet and a power source at the edge of the network.

2x GE Combo Links8x GE PoE+ Ports 124W PoE Power Budget

SR2224P

The SR2224P 24-port gigabit Ethernet PoE/PoE+ and 4 gigabit SFP uplink ports, L3 Lite network switch provides 
high speed expansion of your wiring closet and a power source at the edge of the network.

4x 1 GE SFP Uplinks24x GE PoE+ Ports 180W PoE Power Budget

SR2324P

The SR2324P 24-port gigabit Ethernet PoE/PoE+ and 4x 10 GE SFP/SFP+ uplink ports, L3 Lite network switch 
provides the premium feature set and power budget expansion of your wiring closet.

4x 10 GE SFP+ Uplinks24x GE PoE+ Ports 370W PoE Power Budget

SR2348P

The SR2348P 48-port gigabit Ethernet PoE/PoE+ and 4x 10 GE SFP/SFP+ uplink ports, L3 Lite network switch 
provides the premium bandwidth and power budget for the network edge.

4x 10 GE SFP+ Uplinks48x GE PoE+ Ports 740W PoE Power Budget

Aerohive SR Switches

Aerohive XR Routers

XR600P

The XR600P provides secure routing and SD-WAN functionality for mid-enterprise branches with demanding 
throughput requirements. It also offers extensible uplink and PoE+ capabilities.

XR200P

The XR200P, powered by Aerohive’s cloud networking technologies, provides secure branch routing for distributed 
organizations, extending uni�ed enterprise connectivity to any location.

CURRENT PRODUCT PORTFOLIO
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